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UNbreakable Romania is an end-to-end cybersecurity
educational program for high schools and university students
from Romania. Through its activities, UNbreakable provides an
x-ray and visualisation of the level of cybersecurity skills
nationally.

UNbreakable's mission is to bring together students who are
passionate about cybersecurity, so that they have all the
resources required to develop the necessary skills to become
good cybersecurity specialists. It also provides a competitive
environment that encourages collaboration and experience
exchange.

This way, UNbreakable is actively participating in bridging the
cyber security workforce gap locally and internationally.

The UNbreakable model can be replicated at different levels,
depending on environment.

vy
i

This competition uncovers many paths for young
people, as they can practice their individual skills,
but also their cooperative skills.

Director for Cyberint National Centre

This type of competition is a fantastic foundation
to extremely quickly accumulate knowledge and
information that increases your professional value.

DNSC Director (National Directorate for Cyber Security)

UNbreakable is a vehicle, getting you from point
A to point B. Point B can be a career in
cybersecurity.

Cyber Security Expert Orange Romania
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PARTICIPANTS' DISTRIBUTION
[ 619 registered

6% 4%
o

20%

@R / /%

M <18 years old
Male
M 18-21 years old .
(D
31% B 21-25 years old 20 /0
Female
[l 25-30 years old
O -
>30 years old 3 /O
39% Did not specify
l 56% \ 24% 20%
University High School For Fun
RESULTS

TOP 10 COUNTIES WITH THE HIGHEST SCORE

Gorj

Cluj

Constanta

Sibiu

Bucuresti

lifov

Valcea

Galati
Bistrita-Nasaud

Teleorman

(=)

1,000 2,000 3,000 4,000

TOP 5 UNIVERSITIES WITH THE HIGHEST SCORE

Universitatea din Bucuresti
Universitatea Babes Bolyai din Cluj-Napoca
Universitatea Politehnica din Bucuresti

Academia de Studii Economice din Bucuresti

Universitatea Tehnica din Cluj-Napoca

0 1,000 2,000 3,000 4,000

TOP 5 HIGH SCHOOLS WITH THE HIGHEST SCORE

Colegiul National ,,Gh. Lazar”, Sibiu

Colegiul National ,,Mihai Viteazul”

Colegiul National ,,Gheorghe Lazar”

Colegiul National ,,Mircea cel Batran”, Ramnicu-Valcea

Liceul Teoretic, lon Barbu”

Colegiul National ,,Mihail Kogalniceanu”, Galati

(=]

1,000 2,000 3,000
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Approximately 30% of the students who registered for
UNbreakable Romania, the fall-winter season 2021, were
also registered for the spring-summer edition.

\ng FIRST BLOOD \ng

The first correct answer was sent just

after the start of the competition, by
Ungureanu George Octavian, Colegiul National
,Ferdinand I” din Bacau.

-] AFTER 1 HOUR (-]

In the first hour of the competition, participants
submitted
During this time,

o IEZIITTN o

Within 12 hours, participants submitted
During this time,

o ELZIIEINTE o

In the last hour of the competition, participants
submitted
Also during this time,

_ I NEIGHBORHOOD” N _

for which 82 participants
submitted solutions. The exercise involved analyzing
a traffic capture to recover the wireless password g"a
network using specific methods.
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FUN
TV FACTS

* .LENIGMA” & *

.BABY-YT-REPEAT"

which involved recovering an encrypted message
using the Enigma algorithm, known for its use in World War Il for

secure communication.
exposed a web application vulnerable to a security problem known

in the OWASP Top 10 as "Cross Site Scripting".

A THE MOST SOLUTIONS A

The category with the most solutions submitted was

with a total of

V THE FEWEST SOLUTIONS v

The category with the fewest solutions submitted

was
with a total of

At the end of the competition,

B THE FASTEST ONE [EE)

Also ADRAGOS,
NITA HORIA and DIMITRIE-TOMA FURDUI,
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TEAMS' DISTRIBUTION
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For the first time, the competition included, with the
support of OMV Petrom, a bonus exercise category,
entitled "Industrial Control Systems".

\ng FIRST BLOOD \ng

The first correct answer was sent by the HPB team
from the COLEGIUL TEHNIC "DIMITRIE GHIKA"
COMANEST], after The
exercise solved was "mexican-specialties".

-] AFTER 1 HOUR (-]

In the first hour of the competition,

During this time,

o IEZIITTN o

In the first 12 hours of the competition,

Also during this time,

o JETIZIIEE o

In the last hour of the competition,

During this time,

o LCOMUNICATION” ()

Thisis a
standard exercise which involved analyzing a data
capture and retrieving a wifi password.
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“7Tv FACTS

* +WOWPWN” & *
+ RODENT-INFESTATION"
which involved exploiting a binary,

was not solved by any team. Another exercise that posed great
difficulties was

The exercise was a traffic capture in which evidence of data
exfiltration was recorded using a "time-based" technique.

A THE MOST SOLUTIONS A

The category with the most solutions submitted
was

v THE FEWEST SOLUTIONS v

The category with the fewest solutions submitted
was

At the end of the competition

THE BEST
. .

No team solved all the exercises in the
competition, but
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WITH THE SUPPORT OF

Energia pentru o viata mai buna.

#® OMV Petrom ‘Fcy%%'!x

INSTITUTIONAL PARTNERS

DIRECTORATUL NATIONAL
DE SECURITATE CIBERNETICA

EH~,°
y [ ST
-
o) P,
C
, ,_.mg IR .. onivieraia o UNIVERSITATEA
BUCURESTI TEHNICA
1818 TUTE ET TENTI

Universitatea @ }JLII\]LI\I/EE\JSILTLA;\FE/}\ )l l RVa Facultatea de
Transilvania : : > ! R ica si Informatici
din Brasou T DINSIBIU— e, P Matematicasi Informatica

UNIVERSITATEA BABES BOLYA
JOLYAI TUDOMANYEGYETEM
Al UNIVERSITAT
Al UNIVERSITY

MEDIA PARTNERS

Docf/ g securit £ 4
Sﬂ’lﬁ/ (ool Garlore. BT 1Qe2f

fon the love of code

ANIS @
Asociatia patronala a
0N D‘ ;l:csizf\t/rl';ell de software Ed u ped u
sa¢ ISACA.

i Romania Chapter CLUJ
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